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Introduction

Due to development and the diversity of services offered by the
medical laboratories, hospitals and companies producing medical
equipment, and due to globalization, which makes the market
competition to be tougher and tougher, within one organization it
was developed a series of specific management systems, compounds
of global management system. At this point, there is no domain in
which risk management is not granted a specific importance. One
of the domains in which risks can have serious effects is the quality

management system.

This paper is trying to create radiography of the risk
evaluation methods and techniques used in different industries
with the purpose of highlighting the advantages (strengths) and
disadvantages (weaknesses) applying them in comparison with the
opportunities and difficulties (threats) existing at a given point in
the medical laboratory. However, it has to be mentioned that not
the methods and the techniques are the most important, but the

attitude towards risk.
Why is the Risk Management Necessary?

Each of us encountered numerous difficulties that prevented
reaching the desired objective, saying: “If | had known that this was
going to happen, I would have acted in a different manner”. When

we say this, we express our regret that we have not identified the

riskin order to take the necessary measures, and this became a state
which led to consequences (impact) over what we have established
to accomplish. Even if we are aware of risk existence and the worry
to prevent the risks is not something new, we must find answers to
the questions: “Why is a risk management necessary?” and “Which

is the risk management implementing methodology?”
State of the Art

In the medical laboratory, risk management applied to the
total testing process (TTP) represents, only for a few years now, an
accreditation requirement mentioned in the SREN ISO 15189:2012,
section 4.14.6, even if it is applied in medicine from the beginning
of 1980s. However, ISO 15189:2012 does not mention a risk
management implementation methodology [1]. This, gives the
laboratories the possibilities to get familiar with the notions of risk
and risk management and thus, to be able to choose the appropriate

methods for the risk management.

A recent publication of European Federation of Clinical
Chemistry a Laboratory Medicine (EFLM) Working Group for
the Pre-analytical Phase (WG-PRE) states that the authors of the
standard ISO 15189:2012, intentionally they did not mention how
medical laboratories could fulfill the accreditation requirements,

and offer them an expert guidance [2].
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The purpose of integrating the process of identification in
the quality management, according to the description of ISO
15189:2012 (section 4.2) and ISO 22367:2020 (the section 4.2),
evaluation and treatment of risks and opportunities is to guide the
medical laboratory to a preventing aproach, having as outcome
the increase of efficiency and effectiveness of its management
system. ISO 22367:2020 (Annex A), which offers guideline for
the risk management implementation in the laboratory quality
management, introduced the term “risk-based thinking” (that is
not present in ISO 15189:2012) and it is mentioned the fact that
relevant information from the laboratory’s examination processes
should be continuously monitored, analyzed and used for the risk
evaluation reviewing referring to the term “preventing action” (ISO
15189:2012, section 4.11) [1,3].

In SR EN ISO 9001:2015, the term “preventing action” was
replaced with the term “risk-based thinking”, thus allowing
prescriptive demands reduction and their replacement with
performance-based demands [4]. We mention that the term “risk-
based thinking” was also present in the previous editions to the
present international standard. Risk-based thinking determines a
more realistic approach of the medical laboratories objectives and
implementing of some measures that could lead to reaching the
proposed targets and performance increasing. Risk-based thinking
is something that laboratories do automatically in their daily
activities.

Considering the changes made in the latest versions of the
ISO 9001:2015 and ISO 22367:2020, we can consider that these
changes represent the transition to a new version of ISO 15189, in
which we can find clearer specifications of the risk management,
and why not, abandoning the term “preventive action” for the term
“risk-based thinking” [1,3,4]. Medical laboratories can implement
processes based on methodologies and guidelines of some specific

standards, such as:
L SR1SO 31000:2018 - Risk Management - Guidelines [5];

II. SR EN CEI/ISO 31010:2020 - Risk Management - Risk
assessment techniques [6];

[II. SR Ghid ISO 73:2010 - Risk Management - Vocabulary
[71;

IV. ISO/IEC Guide 51:2014: Safety aspects - Guidelines for
their inclusion in standards [8];

V. CLSIEP18 - Risk Management Techniques to Identify and
Control Laboratory Error Sources [9];

VL. CLSI EP 23 - Laboratory Quality Control Based on Risk
Management [10].

SR ISO 31000:2018 and ISO 22367:2020 describe in detail,
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systematically and logically the risk management process but
there is no standard methodology for their implementation in the
medical laboratory [3,5]. CLSI standards offer more detailed and
practical guidelines for the medical laboratory than ISO standards.

Therefore, the laboratories must decide to adopt their own
methodology or to modify the available methodologies by applying
other techniques and standards for a practical approach of risk
management in the analyzed processes.

We asked ourselves the question "What should we do to fulfill
the standard’s demand to implement risk management?”, and
suddenly we realized that we do not know how this process actually
takes place and who does what.

In our laboratory for instance, we adopted a risk management
design recommended by ISO 31000:2018, which divides the risk
management process in 5 stages (planning risk management
process, risk identification, risk analyses, elaborating risk response
plan, risk monitoring and control) which we were able to develop as
practical as possible, using the most appropriate risk management
instruments [5].

Risk Management Instruments

From the beginning we took into consideration that the most
important stage of risk management is risk identification (which
could happen and does not comply to the acreditation demands or
has the potential to affect pacients, clients or employee’s safety) for

the process of interest.

Before starting the improvement activity of a process, it must
be understood the process importance and contribution in order
to achieve the desired objectives. SIPOC diagram (Figure 1) is a
method that offers an overview image of the process, the direction
of the information flow, as well as the beneficiaries of the process
[11].

A practical approach is to identify the main stages or the
process activities and then to decide the order in which they will
take place, thus designing the process map (Figure 2). After that,
each step or activity is assessed to identify the possible undesired
events (possible nonconforming events or risks), most of the times
during the brainstorming meetings (Figure 3). The brainstorming
result represents the list of potential undesired events, these could
be grouped and graphically represented as Isikawa diagram or
“fishbone” diagram [11].

Once the potential nonconforming events have been identified,
the risk associated can be then evaluated. FMEA/FMECA technique
(Figure 4) priorities the possible nonconforming events taking into
consideration their probability of appearance and the impact that
they can have over the initial objectives [9,12,13].
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For the potential nonconforming events from the Risk
Matrix and Pareto diagram (Figure 5 & Figure 6), with a high
impact over achieving the objectives, the measures that will be
implemented follow risk reduction to an acceptable level [6].
After possible nonconforming events (risks) list establishment
and their prioritization based on NPR (Risk Priority Number),

next is improvement opportunities identification phase. Choosing
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and implementing the right measures, to reduce the probability/
frequency of appearance or nonconforming events impact, depends
on identification and understanding the main causes using “Five
Whys” and/or “Fault Tree Analysis” instruments (Figure 7 & Figure
8). The details about the techniques and instruments mentioned

can be found described below in the manuscript [3,11].

Techniques and instruments of risk management [6,11]

Suppliers Inputs Process Outputs Customers
Pre-analytic Process
university —> legislation
institution requestand <~ * revised
receive procedure -
analvsis
- procedures
hospital
ollection accepted
patient samples samples
medical —»>
material nurse transport unaccepted
suppliers and storage samples
physician
rocessin,
medical 1 E
samples
laboratory
sister
Figure 1: SIPOC Diagram.

a.  Allows theidentification of the basic elements or variables

of a process.

b. Provides an overview of the process and, thus allows
understanding its influence on other processes.

c.  Establishes from the beginning the context of conducting
the process: existing procedures, general methodologies,
definitions, legal regulations, constraints (legislative, financial,

personnel or time), decision criteria.
Strengths: Attendance of all stakeholders

Weaknesses: Some stakeholders may not have enough time to

participate to the discussions.

To remember: By the time the SIPOC diagram is completed
we know “who”, “with what”, “how”, and “for whom” carries out an

activity in the process.
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Figure 2: Map of the Total Testing Process
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a. It is a graphical representation that describes the
sequence of activities that take place over time.

b. It is a working document to identify much more easily
nonconformities, incidents, delays in decision-making, loss of
time, personnel or financial resources; all this can generate
errors in the process.

Strengths: Provides an overview of the main activities of the

Copy@ Remona E David

process.

Weaknesses: It is not recommended that the process map
be drawn up by a single person or by people unfamiliar with the
process, who have their own opinions on what is “best”.

To remember: The process map is the essential step for
identifying and analyzing risks, “root cause” analysis and improving

quality.

Figure 3: Brainstorming.

a. Itisatechnique that encourages free discussion between
team members and involves the systematic gathering of
opinions from all members.

b. Emphasizes imagination, being useful in identifying
potential nonconforming events and replacing a list with as

many events as possible, which will be analyzed later.

Strengths: It is easy to implement and involves stakeholders.

Weaknesses: Some team members may dominate the
discussions while other members, although they have valuable
opinions, are not “allowed” to present them.

To remember: It is an unstructured technique, and the lack of
skills and knowledge of some of the participants does not ensure
the identification of all risks.

Phase/ Main Main causes Effect Evaluated Severity Probability Measuresof Criticality Prevention Measures of Evaluation
component sources  of potential of (ves/no) ofharm of detection continuous Six Sigma
oferror  failure mode error occurrence improvement quality
indicator
Sample Sampling Incorrect Results  Yes 2 4 The operator 24 Revision of  Staff training  ---
results dueto from must confirm tagging
incorrect another the patient (ID process.
identification patient and name) by Retraining
data inserting staff
his/her
birthday or
personal ID
number in the
device before
testing is
initiated.
3
Lack of The Yes 3 4 Staff with 24 The Limiting the 5.2
request or results experience barcode access of
incorrect are and system specialized
interpretation useless appropriate ensures the personnel to
of the request for training can proper file
for laboratory patient confirm two registration registration
analysis care IDs for a of requests. by using
patient. Errorsdue  password to
3 to barcodes  enter the
arerare but computer
due to system.
manual
registration
of requests
errors are.
Figure 4: Failure modes and effects analysis (FMEA).
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a. Itis atechnique used to identify activities and processes
that can vary, and thus could prevent the achievement of
objectives.

b.  Key steps in preparing the FMEA table:

i. for each activity included in the map of the process we
identified the possible nonconforming events associated with
them;

ii.  identifying the consequences (impact) that occur when

possible events materialize (severity assessment scale);

iii. identification of causes (mechanisms of occurrence)
(probability assessment scale);

iv.  determining the effectiveness of existing control

measures to detect the causes or potential nonconforming
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events (detectability assessment scale).

Strengths: Identifies possible undesirable events, their
causes and effects on the process and presents them in an easy-to-

understand form.

Weaknesses: a. It is difficult for personnel who does not have
sufficient knowledge and experience to use the FMEA technique.

b. It is time consuming.

To remember: The FMEA is a table in which for each possible

nonconforming event only the cause and effect are presented.

In practice, the connection between cause and effect is not
limited only to the sequence of the three connected elements:

“cause-possible nonconforming event-effect”.

probabili

Risk
matrix

impact

Figure 5: Risk matrix.

a.  Risk matrix is a matrix consisting of the combination
between the scale of the probability of occurrence of the causes
leading to the nonconforming event and the scale of severity of
effects (risk exposure assessment scale).

b. The risk exposure assessment scale is no longer
unidirectional, as in the case of probability or severity, but a

two-dimensional (matrix type).

c.  Matrix lines describe the variation of probability, and
columns the variation of impact; risk exposure occurs at the
intersection of rows with columns.

d.  Itcan be represented both in ordinal form and in cardinal
form:

1. low risk exposure values are colored green;
2.  moderate risk exposure values are yellow;
3. high risk exposure values are colored red.

Strengths: The elaboration of the “risk profile” provides an
overview of the organization from the perspective of risks.

Weaknesses: Itis popular among managers because it provides
a simple display of data, but does not allow the differentiation of
common causes from specific ones that lead to the occurrence of
critical and low risks.

To remember!: Risk tolerance is the “amount” of risk that the

laboratory is willing to expose to at any given time.
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Risk exposure is significant only as compared to risk tolerance.

If the inherent risk exposure is lower than the risk tolerance, no

control measures are required.

Ifthe risk exposure is higher than the risk tolerance, risk control

measures are required so that the residual risk is accepted.
Who establishes the risk tolerance limit?

The management of the laboratory, being an act of managerial
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responsibility;
The decision is passed down to the lower hierarchical levels.
How is the tolerance limit established?

It is a serious problem because it involves striking a balance
between the “cost” of control measures and the “cost” of exposure
if the risk materializes. Risk profile is a grouping of identified,
assessed and ranked risks in relation to the magnitude of the

deviation of the risk exposure from risk tolerance.

20 100%
18 o : . 90%
16 QIs require immediate actions. 80%
14 QIs require regular 70% =
12 observation. 60% 2
10 50% =
8 40% E
O
6 30%
4 20% Legend
H RPN
2 10% cumulative %
0 0% — 80% marker
Figure 6: Pareto diagram.

a. Itis also known as the “80/20 rule”, considering that 20%

of the existing causes generate 80% of the effects.

b. It is a graphical representation that highlights the most
frequently encountered nonconforming events in descending

order, from the highest frequency to the lowest frequency.

c. Allows the
nonconformities or complaints that have the greatest impact on

laboratory to focus on those errors,

the achievement of objectives, and provides support in decision

making.

d. The comparison of Pareto diagrams made before and
after taking corrective actions allows the evaluation of the
effectiveness of measures to reduce the frequency and / or

impact of the nonconforming event.

Strengths:

a. prioritization of nonconforming events
b. streamlining the use of limited resources
Weaknesses: access to information

To remember: It is not correct for a nonconforming event with
a high severity and low frequency to be classified in the same way

as an event with a low severity and high frequency.

One solution is to use “Nested Pareto chart”, where the events
with the highest severity are classified according to the decreasing
frequency, followed by the events with medium severity classified

descending, etc.
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Patient harm
Specific problem
Lack of the
results
Why? Sample might be
inadequate
Why? Sample could be
hemolyzed
Patient harm Why? Improper collection
Specific problem
Inappropriate diagnosis Why? Personnel not
and treatment properly trained
Why? Erroneous result Why? Staffing shortages
Root cause
Patient harm Why? Hemolyzed
Specific problem specimen analyzed
Erroneous result Why? Specimen check
failed
Why? Transportation, Why?
processing in Operator distracted
inappropriate Root cause
conditions
Why? Personnel not aware
of importance of
procedure
Why? Personnel not
properly trained
Why? Preanalytical procedure
is not applied
Root cause
Figure 7: “5 Whys?”

a.  This technique reminds us of childhood, when there is a

continuous bombardment of questions that begin with “Why?”".

b.  Itisatechnique most commonly used in medical systems
to analyze the root cause.

C. After exhaustive

nonconforming events (FMEA) and the Pareto chart, the next

compiling the list of potential
step was to determine the root cause by asking the question
“Why?” the occurrence of the nonconforming event was not
prevented, going further “Why?” the nonconforming event
was not detected and then we asked ourselves “Why?” existing
control measures could not prevent harm to the patient.

d. Problem 1: 5 times “Why?”

Minoura, one of the specialists at Toyota Motors, considers
that when the “Why” number is higher, difficulties may arise
in prioritizing the identified causes, influenced by previous
personal experience.

e.  Problem 2: the name “root cause analysis”:

Suggests the existence of a single cause that determined the

peak event.

We must not limit ourselves to the arbitrary number in the title
of the technique (more or less than 5 questions “Why?” may be
needed.

In laboratory medicine, a complex specialty, the occurrence of
a nonconforming event is rarely the result of a single root cause.

Strengths: It is complementary to other quality improvement
techniques, such as the fault tree analysis.

Weaknesses:
a. The technique is not simple, but simplified.

b. The efficiency of the technique has been proven in a
completely different context than the medical field.

c. Lack of minimum training in engineering, human factors or
ergonomics

To remember: “Any answer refers to a question, to a question
aroused in the answer.” Nicolae lorga

Patient request
and registration

4

Blood collection

conformity of the
samples
Block diagram of the
process

Top event

Primary
cause

Gate “AND” l- . -1

Basic event

Primary
cause

!

hd J
Transport and E
processing of ]
samples ) = =
4 Ax: collecting data from the patient
Checking the Ria: lack of access to informatidn about

r . -1 Gate “OR”

Preanalytical process

12 3 4 5 9 1 4514

8 0

rocess activities
ffects of risks
orrective actions

Identified risks
Causes of risks
Inherent risk
Residual risks

Part of the table FMEA

Example of fault tree

Figure 8: Fault tree analysis (FTA).
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a. Itis a technique for identifying and analyzing the causes
that can contribute to the occurrence of a nonconforming event
(SREN 31010: 2010).

b.  Itisagraphical representation in the form of a tree, which
illustrates the causes leading to the peak event and their logical

relationship with the peak event.

C. In practice, the connection between cause and effect is
not limited only to the sequence of the 3 connected events:
“cause-nonconforming event-effect”, the cause of a possible
nonconforming event may become a possible nonconforming
event at another stage of the evaluated process.

d. A possible nonconforming event can cause a chain of
effects.

e. FTA is recommended as an addition to the FMEA.

Strengths: It identifies simple failure modes, but also specific
combinations of events in complex processes.

Weaknesses: Analysis of the root cause in health systems can
be influenced by interpersonal relationships between different
hierarchical levels, so the final reports do not always reflect the
discussions taking place during the investigations.

To remember: The lack of personalization of the root cause
analysis for the medical field means that the possibility to learn
from the occurrence of a nonconforming event is not conducted, so
its purpose to prevent a similar event is not achieved and becomes

only a procedural requirement.
Conclusion

This paper shows how linkages between the techniques and
instruments of risk management can reveal information, that
otherwise remains obscured, about the process of interest and
offers the possibility to improve its quality.
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